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1. Introduction

This document indicate the API Spec to receive the DND/MUR signal from Elecon to Stayplease API.

Stayplease API to receive Elecon RCU signal

When Elecon Gateway receive the RCU signal MUR/DND, need to call SP API to receive and handle in SP task
dispatcher. In order to Access Stayplease API, need to get Access Token from the authenticate API as below

Dev/Testing Authentication endpoint:

https://hskpapidev.staypls.com/api/TokenAuth/Authenticate

Get Access Token

The AccessToken will expired after "expirelnSeconds”, need to use Refresh Token to renew the AccessToken when it

expired or before.

URL Route: /api/TokenAuth/Authenticate

HTTP method: HttpPost

Http Headers: Abp.Tenantld: 1

//The Tenantld is for mapping the corresponding property, here is the dev/test one.

HttpPost {
Content Body in )
"UserNameOrEmailAddress":"elecon”,
JSON:
"Password™:"1g2w3E*"
}

//The username and password is for dev/test

Response {

success "result”: {

"accessToken: "eyJhbGciOiJIUzI1INiI1sInR5cCI61kpXVCI9.eyJodHRwO18vc2NoZW1lhcy54bW
Xzb2FwLm9yZy93cy8yMDALLzA1L 2 IkZW50aXR5L2NsYWItcyQuYWllaWwRIbnRpZmlIcil61 jJEzNj 1 iLCJodHRWO
18vc2NoZW1lhcy54bWxzb2FwLm9yZy93cy8yMDALLzALL2 1kZW50aXR5L2NsYWItcyQuYW1l 1 joiVGVsa29uZXQi
LCJIBc3BOZXQuSWR IbnRpdHkuU2VjdXJIpdHITdGFtcCI61jILR1ZLVZIZVks3TOc1VINVVUpPEU1VKTUIXT1QzRVo
yliwiaHROcDovL3NjaGVtYXMubWl jcm9zb2Z0LmNvbS93cy8yMDA4ALzA2L 2 1kZW50aXR5L2NsYWItcy9yb2x1 1]
oiVXNIci IsImhOdHA6LY93d3cuYXNwbmVOYm9OpbGVycGxhdGUuY29tL2 IkZW50aXR5L2NsYWItcy90ZW5hbnRJZ
CI61JEILCIzdWIiO1 IxMzYyliwianRpljoiNmI5YmQOZGYtMDA4Y 10OMGNILThmY21€NDJ IMzg5MDQINmN I iwi
aWFO1 jJoxNTkwMDMyNDUXLCJIOb2tIb192YWxpZG10eV9rzXkiOi 13ZDFkOGIKNSO04N2ZKLTQ5YTgtODBjMi030TU
ZYWE4AMGViIZGI1LCI1c2Vy X2 IkZW50aWZpZX 1101 IxMzYyQDEILCIuYmY 1OJELIOTAWMZ IONTESImVAcCI6MTUSM]
YyNDQ1IMSwiaXNz1 joiU3RheXBsZWFzZUt1ZXBpbmdDbG91ZCIsImF1ZCI61 INOYXIwbGVhc2VLZWwaW5nQ2xvd
WQiTQ.AYbmoEJINnxOkBmy i ral93mSCcctHz IB5SNS2-1-tVvSxk™,




"encryptedAccessToken: "wNYmO41/48SHNstalVXxHCCre29BZQI1INhCENM3R3rzpXtPQxVzH6Ej
EzA/QhXFN5tu6Fk7p053uppmimVXMZgxbyRVz26dnepi/FyB6axBY+6gqlGL+uRQgoiFUCjRN2p8weLevViwKIH
yWZZJZ01DGVSjAi1m2U+0g9pkHw9/SKjOYcjuBkpgcInjskwY6A202MugMZxx5sAeB2A0ASVAZHTIMIAAGS5 11Ju
JT+x0+dyrR5nDoDFnrAiweGHIEdFyRCymT5YhY rKx5MHaJ/PuOnTgEmb+id IMKNBUXXSApAyw56/UpDztnEbYOU
MOpg5V6eG7hRetOcMX8XK8WzbTTFy 1 LGF7k1 rzGOvKCv1KED6WAuoCVGtRIgI880p/ERWmMOKYKHZgGAX jJRMELBS
G3cVaRON3wh6 jui 3wPyw5Awpx8r44GXT07kn+0Ba5z2NFw66Qa8 j 3SHbmWdPk4wmGTg84yK1XLcnuFR7YtLTh219
Ve 185mX/trCSP4QHjFERhEC2PFSTgmcUg3 1+0DMV6nW4 157 1 reS+pGeABPBcKtIhsRLECHGMAGrbRaPztr4b/bd
kr1P+ZuW+WhODy4hXhnImN9j7SzsS9I ymuJiYbOC/0PaBBZhPVNMILE1AN+EY1yT/EOy20zpqw6905t0IRy7TJO
TWZ0oJIXVVOB5j /KVEXZn+VYFYsSNd5tteqZMrX9+3i5T I XBWKDBOBCpF/6C7 14gasLHrbUOxhvSYuc36nKPO 108w
B5ZESN6ATpsSe47YFIFiAYbRpYcoV2Z0iMsy80yAycDF0JIG0c2zjZ8xGWW65WsmnnJoALU7UZhRUE14g0sSoF0qg
0jxaP8muzZ7yoZTRGPOPMqYrcCR6a4kSLMIWmxb1JITOQSQIML jkVcBzUhgR+h6QxGhmVZn+LNUCsHcC7 j FOLRTQ
8du+6nkKDXNeL/t4V6ULr5sk48tZFhR3SiePJLt/er78te9gPswcsHjbOmK7Huon IwPLKYHJISrVgPt3m7JYWECD
q2f+h76F41u0+w8++KT1SjthGs0d9hst20ixTVAsH2w8Cudgse FZEMNAx91AqJJIOM7g8r76h2kF27aWwXgh9YWH/
WNhDJKONKTuOiNCx 15Wq0rdmM27+Q/zegr3RV7tOMAHVMv+FviTsiyje90ck2cAC5Dj twBvcFhj rwFrRvFBI I 1Hk
WNGQPTVG6A="",

"expirelnSeconds': 2592000,
"shouldResetPassword': false,
"passwordResetCode": null,

"userld": 1362,
"requiresTwoFactorVerification": false,
"twoFactorAuthProviders'": null,
"twoFactorRememberClientToken": null,
"returnUrl™: null,

"refreshToken": "eyJhbGciOiJIUzI1INiIsInR5cCI61kpXVCJ9.eyJodHRwOi8vc2NoZWlhcy54b
Wxzb2FwLm9yZy93cy8yMDAL1LzA1L 2 IkZW50aXR5L2NsYWI tcyQuYW1laWRIbnRpZml Ici 161 jEzNj Ii1LCJodHRw
018vc2NoZWlhcy54bWxzb2FwLm9yZy93cy8yMDALLzA1L 2 1kZW50aXR5L2NsYWItcyQuYW1l 1 joiVGVsa29uZXQ
1LCIBc3BOZXQuSWRIbnRpdHkuU2VjdXJIpdHITdGFtcCI61 jILR1ZLVZJZVks3TOc1VINVVUpPEULVKTUIXT1QzRV
oy liwiaHROcDovL3NjaGVtYXMubWl jcm9zb2Z0LmNvbS93cy8yMDA4LzA2L 21 kZW50aXR5L2NsYWI tcy9yb2x1 1
JoiVXNIci IsImhOdHA6LY93d3cuYXNwbmVOYm9pbGVycGxhdGUuY29tL 2 1kZW50aXR5L2Ns YWl tcy90ZW5hbnRJ
ZCI161jEILCIZdWIi0i IxMzYyl iwianRpl joi OWFKZjFhNj Y£ZmNhYS00ZDYWLThiMDQtZjRKMThiMGViMDJi I iw
1aWFO 1 j oxNTkwMDMyNDUXLCJIOb2tIb192YWxpZGl0eVIrZXkiOi 11IMTKk4MWEOYSOYOGEZLTRIZGELY jVkNy0OOT
FiYjhhNjcxNzciLCJ1c2VyX21kZW50aWZpzZX1i0i IxMzYyQDEiLCIJuYmYiOJELOTAWMZ IONTES ImV4cCI6MTYyM
TU20DQIMSwiaXNz 1 joiU3RheXBsZWFzZUt1ZXBpbmdDbG91ZCIsImF1ZC161 INOYXIwbGVhc2VLZWwaW5nQ2xv
dwQifQ.LrP5MQ6BVMgBs_EcM17JMgjkBDUgxT6vOHCrdUdDhEQ™

s

"targetUrl™: null,

"'success™: true,

"error': null,
"unAuthorizedRequest": false,

_abp": true




"result”: null,
"targetUrl™: null,
"success": false,
"error”: {
"code'": O,
"message”: "Login failed!",
"details": "Invalid user name or password"”,
"validationErrors": null
s
"unAuthorizedRequest": false,

_abp": true

Refresh Token

Use the RefreshToken to get the renew access token.

URL Route: api/TokenAuth/RefreshToken?refreshToken=[RefreshToken]

HTTP method: HttpPost

Response {

success "result": {

"accessToken": "eyJhbGciOiJIUzI1INi IsINR5cCI61kpXVCI9. eyJodHRwOi8vc2NoZW1lhcy54bW
xzb2FwLm9yZy93cy8yMDALLzA1L2 IkZW50aXR5L2NsYWItcyQuYWLlaWwRIbnRpZml Ici 16Wy IxMzYy l iwiMTM2M
1JdLCJodHRwO i 8vc2NozZW1lhcy54bWxzb2FwLm9yZy93cy8yMDALLzALL 2 IkZW50aXR5L2NsYWI tcyQuYW1l 1 joi
VGVsa29uzZXQiLCJIBc3BOZXQuSWRIbnRpdHkuU2V jdXJIpdHITAGFtcCI61 JILR1ZLVZzJIZVks3TOc1VINVVUpPEUL1V
KTUJIXT1QzRVoy I iwiaHROcDovL3NjaGVtYXMubWI jcm9zb2Z0LmNvbS93cy8yMDA4LzA2L 2 IkZW50aXR5L2NsYW
Itcy9yb2x 1 1joiVXNIci IsImhOdHABLY93d3cuYXNwbmVOYm9pbGVycGxhdGUuY29tL21kZW50aXR5L2NsYWI tc
y90ZW5hbnRJZC16 1 JEiLCIqdGkiOi JIhM2NhMQ2Y i OyMGV ILTQYNWQLY jAZYi01Y j 1 2MmMEXND I 2MmE i LCIpYXQi
OJE10TAWMZzM2Njks InRva2VuX3ZhbGlkaXR5X2t1eS16 ImYONmYANGNmMLTRiZTgtNGULY i ThNTU3LTNKMWIhMTK
zNzI13Ni IsInvVzzXJfaWRIbnRpZml Ici 161 JEZNjJAMSIsIm5i1Zi 16MTUSMDAZMzgONiwi ZXhwl JoxNTKkyNj 110D
Q2LCIpc3Mi01ITAGF5cGX IYXNIS2VIcGIuZONsb3VKI iwi YXVKI jpb 1 INOYXIwbGVhc2VLZWWwaW5nQ2xvdWQi L
CITAGF5cGXIYXNIS2VIcGIluZONsb3VkI 119 uGf4trh_MeW2XGoY10gMdDtCOgR8LOFWszdbiNArR8o0™

}




"targetUrl™: null,
"'success': true,

"error": null,
"unAuthorizedRequest": false,

_abp": true

"result”: null,
"targetUrl™: null,
"success": false,
"error”: {
"code'": O,
"message”: "Login failed!",
"details": "Invalid user name or password"”,
"validationErrors": null
s
"unAuthorizedRequest": false,

_abp": true

1.1. API to receive RCU signal

The API for Elecon trigger the task from RCU signal.

URL Route: /api/services/app/Elecon/RCUTask

HTTP method: HttpPost

Http Headers: Authorization: Bearer [AccessToken]

Content-Type: application/json

HttpPost {
Content Body in
JSON:

"RoomNo": "1505", //The Room Number




"Attribute™: "MUR", //Example attribute

"AttributeValue": "1" //0-Off/Cancel, 1-On

Response

Success

"result": null,

"targetUrl™: null,

"'success': true,

"error": null,
"unAuthorizedRequest": false,

" __abp": true

"result": null,
"targetUrl™: null,

"success': false,

"error”: {
"code'": O,
"message”: "[Error Message]",
"details": "[Error Message Details]",

“validationErrors™: null
}-
"unAuthorizedRequest": false,

" _abp": true




