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1. Introduction

This document indicate the API Spec to receive the DND/MUR signal from Elecon to Stayplease API.

Stayplease API to receive Elecon RCU signal
When Elecon Gateway receive the RCU signal MUR/DND, need to call SP API to receive and handle in SP task

dispatcher. In order to Access Stayplease API, need to get Access Token from the authenticate API as below

Dev/Testing Authentication endpoint:

https://hskpapidev.staypls.com/api/TokenAuth/Authenticate

Get Access Token
The AccessToken will expired after "expireInSeconds", need to use Refresh Token to renew the AccessToken when it

expired or before.

URL Route: /api/TokenAuth/Authenticate

HTTP method: HttpPost

Http Headers: Abp.TenantId: 1

//The TenantId is for mapping the corresponding property, here is the dev/test one.

HttpPost

Content Body in

JSON:

{

"UserNameOrEmailAddress":"elecon",

    "Password":"1q2w3E*"

}

//The username and password is for dev/test

Response

success

{

"result": {

"accessToken": "eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJodHRwOi8vc2NoZW1hcy54bW

xzb2FwLm9yZy93cy8yMDA1LzA1L2lkZW50aXR5L2NsYWltcy9uYW1laWRlbnRpZmllciI6IjEzNjIiLCJodHRwO

i8vc2NoZW1hcy54bWxzb2FwLm9yZy93cy8yMDA1LzA1L2lkZW50aXR5L2NsYWltcy9uYW1lIjoiVGVsa29uZXQi

LCJBc3BOZXQuSWRlbnRpdHkuU2VjdXJpdHlTdGFtcCI6IjJLR1ZLVzJZVks3T0c1VlNVVUpEU1VKTUJXT1QzRVo

yIiwiaHR0cDovL3NjaGVtYXMubWljcm9zb2Z0LmNvbS93cy8yMDA4LzA2L2lkZW50aXR5L2NsYWltcy9yb2xlIj

oiVXNlciIsImh0dHA6Ly93d3cuYXNwbmV0Ym9pbGVycGxhdGUuY29tL2lkZW50aXR5L2NsYWltcy90ZW5hbnRJZ

CI6IjEiLCJzdWIiOiIxMzYyIiwianRpIjoiNmI5YmQ0ZGYtMDA4Yi00MGNlLThmY2ItNDJlMzg5MDQ1NmNiIiwi

aWF0IjoxNTkwMDMyNDUxLCJ0b2tlbl92YWxpZGl0eV9rZXkiOiI3ZDFkOGJkNS04N2ZkLTQ5YTgtODBjMi03OTU

zYWE4MGViZGIiLCJ1c2VyX2lkZW50aWZpZXIiOiIxMzYyQDEiLCJuYmYiOjE1OTAwMzI0NTEsImV4cCI6MTU5Mj

YyNDQ1MSwiaXNzIjoiU3RheXBsZWFzZUtlZXBpbmdDbG91ZCIsImF1ZCI6IlN0YXlwbGVhc2VLZWVwaW5nQ2xvd

WQifQ.AYbmoEJnx0kBmyiral93mSCccfHzlB5NS2-I-tVvSxk",



"encryptedAccessToken": "wNYmO41/48SHNstaLVXxHCCre29BZQl1NhC6NM3R3rzpXtPQxVzH6j

EzA/QhXFN5tu6Fk7pO53uppm1mVXMZgxbyRVz26dnepi/FyB6axBY+6gq1GL+uRQgoiFUCjRN2p8w6LevViwKlH

yWZZJZO1DGVSjAi1m2U+og9pkHw9/SKjOYcjuBkpgc9njsKwY6A202MugMZxx5sAeB2AoA5VAZHT9MIdAG5l1Ju

jT+x0+dyrR5nDoDFnrAiweGH9EdfyRCymT5YhYrKx5MHaJ/Pu0nTgEmb+idlMKNBUXXSApAyw56/UpDztnEbY9U

MOpg5V6eG7hRetOcMX8XK8WzbfTFyILGF7kIrzGOvKCv1KED6W4uoCVGtRJgl880p/ERwmOKYKHZgGAxjRMtLBs

G3cVaRON3wb6jui3wPyw5Awpx8r44GXT07kn+0Ba5z2NFw66Qa8j3HbmWdPk4wmGfg84yK1XLcnuFR7YtLTh219

VeI85mX/trCSP4QHjFERhEC2PFSTqmcUg3I+ODMV6nW4i57IreS+pGeABPBcKtlhsRLEcHGMAGrbRaPztr4b/bd

kr1P+ZuW+Wh0Dy4hXhnImN9j7SzsS9IjmuJiYb0C/0PaBBZhPvNM9L61AN+Ey1yT/EOy2Ozpqw69O5tOJRy7TJO

TWZoJXVV0B5j/kVEXZn+VYfYsSNd5tteqZMrX9+3i5TIXBWKDB9BCpF/6C7I4gasLHrbUOxhvSYuc36nKPOl08w

B5ZEsN6ATpsSe47YfIfiAYbRpYcoV2Z0iMsy80yAycDf0JGOc2zjZ8xGWW65WsmnnJoALu7UZhRUE14gOsSoF0q

0jxaP8muzZ7yoZTRGP0PMqYrcCR6a4kSLMIWmxb1JT0QSQ9MLjkVcBzUhgR+h6QxGhmVZn+LNUCsHcC7jf9LRfQ

8du+6nkKDXNeL/t4V6ULr5sk48tZFhR3SiePJLt/er78te9qPswcsHjbOmK7HuonlwPLkYHJSrVgPt3m7JYW6CD

q2f+h76F4lu0+w8++KTlSjtbGsOd9hst2OixTVAsH2w8CudqsefZEMN4x91AqJJ0M7q8r76h2kF27aWXgh9YWH/

wNhDJK0NKluOiNCxI5WqOr4M27fQ/zegr3RV7tOMAHvMv+fviTsiyje9Ock2cAC5DjtwBvcFhjrwFrRvFBJl1Hk

wNGqpTVG6A=",

"expireInSeconds": 2592000,

"shouldResetPassword": false,

"passwordResetCode": null,

"userId": 1362,

"requiresTwoFactorVerification": false,

"twoFactorAuthProviders": null,

"twoFactorRememberClientToken": null,

"returnUrl": null,

"refreshToken": "eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJodHRwOi8vc2NoZW1hcy54b

Wxzb2FwLm9yZy93cy8yMDA1LzA1L2lkZW50aXR5L2NsYWltcy9uYW1laWRlbnRpZmllciI6IjEzNjIiLCJodHRw

Oi8vc2NoZW1hcy54bWxzb2FwLm9yZy93cy8yMDA1LzA1L2lkZW50aXR5L2NsYWltcy9uYW1lIjoiVGVsa29uZXQ

iLCJBc3BOZXQuSWRlbnRpdHkuU2VjdXJpdHlTdGFtcCI6IjJLR1ZLVzJZVks3T0c1VlNVVUpEU1VKTUJXT1QzRV

oyIiwiaHR0cDovL3NjaGVtYXMubWljcm9zb2Z0LmNvbS93cy8yMDA4LzA2L2lkZW50aXR5L2NsYWltcy9yb2xlI

joiVXNlciIsImh0dHA6Ly93d3cuYXNwbmV0Ym9pbGVycGxhdGUuY29tL2lkZW50aXR5L2NsYWltcy90ZW5hbnRJ

ZCI6IjEiLCJzdWIiOiIxMzYyIiwianRpIjoiOWFkZjFhNjYtZmNhYS00ZDYwLThiMDQtZjRkMThiMGViMDJiIiw

iaWF0IjoxNTkwMDMyNDUxLCJ0b2tlbl92YWxpZGl0eV9rZXkiOiI1MTk4MWE0YS0yOGEzLTRiZGEtYjVkNy00OT

FiYjhhNjcxNzciLCJ1c2VyX2lkZW50aWZpZXIiOiIxMzYyQDEiLCJuYmYiOjE1OTAwMzI0NTEsImV4cCI6MTYyM

TU2ODQ1MSwiaXNzIjoiU3RheXBsZWFzZUtlZXBpbmdDbG91ZCIsImF1ZCI6IlN0YXlwbGVhc2VLZWVwaW5nQ2xv

dWQifQ.LrP5MQ6BVmqBs_EcMI7JMgjkBDUqxT6v0HCrdUdDhEQ"

    },

"targetUrl": null,

"success": true,

"error": null,

"unAuthorizedRequest": false,

"__abp": true

}



Response failed

json object

{

"result": null,

"targetUrl": null,

"success": false,

"error": {

"code": 0,

"message": "Login failed!",

"details": "Invalid user name or password",

"validationErrors": null

    },

"unAuthorizedRequest": false,

"__abp": true

}

Refresh Token

Use the RefreshToken to get the renew access token.

URL Route: api/TokenAuth/RefreshToken?refreshToken=[RefreshToken]

HTTP method: HttpPost

Response

success

{

"result": {

"accessToken": "eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJodHRwOi8vc2NoZW1hcy54bW

xzb2FwLm9yZy93cy8yMDA1LzA1L2lkZW50aXR5L2NsYWltcy9uYW1laWRlbnRpZmllciI6WyIxMzYyIiwiMTM2M

iJdLCJodHRwOi8vc2NoZW1hcy54bWxzb2FwLm9yZy93cy8yMDA1LzA1L2lkZW50aXR5L2NsYWltcy9uYW1lIjoi

VGVsa29uZXQiLCJBc3BOZXQuSWRlbnRpdHkuU2VjdXJpdHlTdGFtcCI6IjJLR1ZLVzJZVks3T0c1VlNVVUpEU1V

KTUJXT1QzRVoyIiwiaHR0cDovL3NjaGVtYXMubWljcm9zb2Z0LmNvbS93cy8yMDA4LzA2L2lkZW50aXR5L2NsYW

ltcy9yb2xlIjoiVXNlciIsImh0dHA6Ly93d3cuYXNwbmV0Ym9pbGVycGxhdGUuY29tL2lkZW50aXR5L2NsYWltc

y90ZW5hbnRJZCI6IjEiLCJqdGkiOiJhM2NhMjQ2Yi0yMGVlLTQyNWQtYjAzYi01YjI2MmExNDI2MmEiLCJpYXQi

OjE1OTAwMzM2NjksInRva2VuX3ZhbGlkaXR5X2tleSI6ImY0NmY4NGNmLTRiZTgtNGU1Yi1hNTU3LTNkMWJhMTk

zNzI3NiIsInVzZXJfaWRlbnRpZmllciI6IjEzNjJAMSIsIm5iZiI6MTU5MDAzMzg0NiwiZXhwIjoxNTkyNjI1OD

Q2LCJpc3MiOiJTdGF5cGxlYXNlS2VlcGluZ0Nsb3VkIiwiYXVkIjpbIlN0YXlwbGVhc2VLZWVwaW5nQ2xvdWQiL

CJTdGF5cGxlYXNlS2VlcGluZ0Nsb3VkIl19.uGf4trh_MeW2XGoYIOgMdDtC9qR8L9FWszdbiNArR8o"

    },



"targetUrl": null,

"success": true,

"error": null,

"unAuthorizedRequest": false,

"__abp": true

}

Response failed

json object

{

"result": null,

"targetUrl": null,

"success": false,

"error": {

"code": 0,

"message": "Login failed!",

"details": "Invalid user name or password",

"validationErrors": null

    },

"unAuthorizedRequest": false,

"__abp": true

}

1.1. API to receive RCU signal

The API for Elecon trigger the task from RCU signal.

URL Route: /api/services/app/Elecon/RCUTask

HTTP method: HttpPost

Http Headers: Authorization: Bearer [AccessToken]

Content-Type: application/json

HttpPost

Content Body in

JSON:

{

     "RoomNo": "1505",  //The Room Number



     "Attribute": "MUR",  //Example attribute

"AttributeValue": "1"  //0-Off/Cancel, 1-On

}

Response

success

{

"result": null,

"targetUrl": null,

"success": true,

"error": null,

"unAuthorizedRequest": false,

"__abp": true

}

Response failed

json object

{

"result": null,

"targetUrl": null,

"success": false,

"error": {

"code": 0,

"message": "[Error Message]",

"details": "[Error Message Details]",

"validationErrors": null

    },

"unAuthorizedRequest": false,

"__abp": true

}


