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1 Introduction

1.1 Objective

This document is a quick guide for start of developing an iOS NFC application - NTAG 5
capable. This document aims to describe main implementation points that demonstrate
some features of the NTAG 5 tag.

1.2 Target audience

This document is intended for iOS developers who are working with the NTAG 5. Thus
Swift or Objective C knowledge is needed in order to have a complete understanding of
the document.
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2 NTAG 5 overview
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21

2.2

General description

NTAG 5is an ISO/IEC 15693 and NFC Forum Type 5 Tag compliant IC with an
EEPROM, SRAM and | 2C host interface. This ensures information exchange with all
NFC Forum Devices with a tap. With this ability, the tag offers a long-reading range and
privacy due to close proximity with mobile devices.

Features and applications

NTAG 5 is equipped with a reliable and robust memory. It has a 2048-byte EEPROM for
the user memory and a 256-byte SRAM for frequently changing data and Pass-through
mode.

Regarding security there are several ways to protect the IC:

» 32-bit password to access the memory from NFC and I°C interfaces.
» Optional 64-bit password only to read/write the tag from NFC perspective.

¢ 128-bit AES mutual authentication from NFC perspective before doing memory
operations.

The NTAG 5 has a configurable contact interface with an | 2c standard slave mode (with
100 kHz and fast 400 kHz operating frequencies) and a transparent | 2C master channel.
Other interesting features in the contact interface are the configurable event detection
pin, two GPIO channels, two PWM channels and energy harvesting for low-power budget
applications.

Apart from these features NTAG 5 has several innovative features such as Active Load
Modulation, NFC and | 2c Disable, Privacy mode and DESTROY command.

Taking into account the IC features, it can be used in quite different applications:
Lighting, Smart home, Consumer, Industrial, Gaming or Smart metering.

Recommended additional documentation:

¢ NFC Forum Type 5 Tag configuration: [NFC Forum specification, Type 5 Taq]

¢ NFC Forum NDEF: [NFC Forum specification, Tag NDEF Exchange Protocol -
Technical Specification Version]

« 1°C Master: [AN12368 - NTAG 5 Link I2C Master mode]
« 1°C Slave: [AN12364 - NTAG 5 Bidirectional data exchange
¢ Pass-through mode: [AN12364 - NTAG 5 Bidirectional data exchange]

¢ PHDC data transfer: [AN12364 - NTAG 5 Bidirectional data exchange], [NFC Forum
Personal Health Care Devices (PHDC) specification]

* Energy harvesting: [AN11201 - NTAG 5 How to use energy harvesting]

* GPIO: [AN11203 - NTAG 5 Use of PWM, GPIO and Event detection]

* PWM: [AN11203 - NTAG 5 Use of PWM, GPIO and Event detection]

¢ Event detection: [AN11203 - NTAG 5 Use of PWM, GPIO and Event detection]

* Protecting User memory and features, Security: [AN12366 - NTAG 5 Memory
Configuration and Scalable Security]
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3 Development guide
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Copy the NTAG5_NFC_LIB folder into your project.

v [l NTAG5_NFC_LIB
NTAG5_NFC_LIB.h
NTAG5_NFC_LIB.m

v [l Utils
R utils.h
Utils.m
v [l NSData+FastHex
B LiceEnsE
NSData+FastHex.h
B README.md
NSData+FastHex.m
v [l 1S015693
1SO15693Command.m
1SO15693Command.h
v [l Commands
RFCommands.m
RFCommands.h

Figure 1. Project structure

[Swift only] If the new project is Swift-based, create a Bridging Header.
Create a new .h file in the project directory and name it AppName-Bridging-Header.h

Import your Objective-C class names inside the Bridging header file.

//

// Pressure-Sensor BridgingHeader.h

// NTAG5 pressure sensor

//

// Created by CAS Engineer on 03.03.20.

// Copyright © 2020 NXP Semiconductors. All rights reserved.
//

#ifndef Pressure Sensor BridgingHeader h
#define Pressure Sensor BridgingHeader h

#import "Utils.h"

#import "NSData+FastHex.h"
#import "NTAG5 NFC LIB.h"
#import "IS015693Command.h"
#import "RFCommands.h"

#import "I2CMasterChannelUseCase.h"

#endif /* Pressure Sensor BridgingHeader h */

Go inside the Project Build Settings — Swift Compiler — General — Obijective-C Bridging
Header or type “Bridging header” into the search. Add the path of the Bridging Header
file, that you created.
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Figure 2. Bridging header

Using the code:
- Swift
Create an instance of the NTAG5_NFC_LIB.

let ntag5NfcLib = NTAG5 NFC LIB()

We then use this instance to make calls to the methods.

First call the initSession to initialize an NFC session through the NFC Core API.

ntagbNfcLib.initSession ({ (data) -> Void in
print ("Success")
}, onFailure: { (error) -> Void in
print ("Failure")

})

Then wait for the reader session to connect to a tag.

while (ntag5NfcLib.isConnect() == 0) {}

After that you can send commands to the NTAG 5, where data contains the response.
Create and ISO15693Command from a HEX string.

let cmdString = "12COA700";
let cmd = IS015693Command.init (data: cmdString)

ntag5bNfcLib.send (cmd, onSuccess: { (data) -> Void in
print ("Success")

}, onFailure: { (error) -> Void in
print ("Failure")

})

To finish the reader session with success use close.

self.ntagbNfcLib.close ({ (data) -> Void in
print ("Success")
}, onFailure: { (error) -> Void in
print ("Failure")

})
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And to finish the reader session with a failure use errorMessage.

self.ntagSNfcLib.errorMessage ({ (data) -> Void in
print ("Success")
}, onFailure: { (error) -> Void in
print ("Failure")

})

- Objective-C

Similar to Swift, described in the previous section. Using Objective-C calls like the next
example.

NSString * cmdString = @"12C1A709A5A5A5";
I5015693Command *cmd [[ISO15693Command alloc]
initwWithData:cmdString];

[ [NTAG5 NFC LIB sharedInstance] sendCommand: cmd
onSuccess:” (NSData *aData) {

//success
} onFailure:” (NSError *error) {
//failure
1
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5.1 Definitions

Draft — The document is a draft version only. The content is still under
internal review and subject to formal approval, which may result in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

5.2 Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not

give any representations or warranties, expressed or implied, as to the
accuracy or completeness of such information and shall have no liability
for the consequences of use of such information. NXP Semiconductors
takes no responsibility for the content in this document if provided by an
information source outside of NXP Semiconductors. In no event shall NXP
Semiconductors be liable for any indirect, incidental, punitive, special or
consequential damages (including - without limitation - lost profits, lost
savings, business interruption, costs related to the removal or replacement
of any products or rework charges) whether or not such damages are based
on tort (including negligence), warranty, breach of contract or any other
legal theory. Notwithstanding any damages that customer might incur for
any reason whatsoever, NXP Semiconductors’ aggregate and cumulative
liability towards customer for the products described herein shall be limited
in accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’'s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes
no representation or warranty that such applications will be suitable

for the specified use without further testing or modification. Customers

are responsible for the design and operation of their applications and
products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications
and products planned, as well as for the planned application and use of
customer’s third party customer(s). Customers should provide appropriate
design and operating safeguards to minimize the risks associated with
their applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
on any weakness or default in the customer’s applications or products, or
the application or use by customer’s third party customer(s). Customer is
responsible for doing all necessary testing for the customer’s applications
and products using NXP Semiconductors products in order to avoid a
default of the applications and the products or of the application or use by
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customer’s third party customer(s). NXP does not accept any liability in this
respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this
product remains with customer. In no event shall NXP Semiconductors, its
affiliates or their suppliers be liable to customer for any special, indirect,
consequential, punitive or incidental damages (including without limitation
damages for loss of business, business interruption, loss of use, loss of
data or information, and the like) arising out the use of or inability to use
the product, whether or not based on tort (including negligence), strict
liability, breach of contract, breach of warranty or any other theory, even if
advised of the possibility of such damages. Notwithstanding any damages
that customer might incur for any reason whatsoever (including without
limitation, all damages referenced above and all direct or general damages),
the entire liability of NXP Semiconductors, its affiliates and their suppliers
and customer’s exclusive remedy for all of the foregoing shall be limited to
actual damages incurred by customer based on reasonable reliance up to
the greater of the amount actually paid by customer for the product or five
dollars (US$5.00). The foregoing limitations, exclusions and disclaimers
shall apply to the maximum extent permitted by applicable law, even if any
remedy fails of its essential purpose.

Translations — A non-English (translated) version of a document is for
reference only. The English version shall prevail in case of any discrepancy
between the translated and English versions.

Security — While NXP Semiconductors has implemented advanced
security features, all products may be subject to unidentified vulnerabilities.
Customers are responsible for the design and operation of their applications
and products to reduce the effect of these vulnerabilities on customer’s
applications and products, and NXP Semiconductors accepts no liability for
any vulnerability that is discovered. Customers should implement appropriate
design and operating safeguards to minimize the risks associated with their
applications and products.

5.3 Licenses

Purchase of NXP ICs with NFC technology

Purchase of an NXP Semiconductors IC that complies with one of the
Near Field Communication (NFC) standards ISO/IEC 18092 and ISO/
IEC 21481 does not convey an implied license under any patent right
infringed by implementation of any of those standards. Purchase of NXP
Semiconductors IC does not include a license to any NXP patent (or other
IP right) covering combinations of those products with other products,
whether hardware or software.

5.4 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are the property of their respective owners.

NTAG — is a trademark of NXP B.V.
NXP — wordmark and logo are trademarks of NXP B.V.
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